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1 About the D-Zone

D-Zone is a decentralized mobile data encryption and secure communication application that requires no registration
or authentication. It must be used in conjunction with the dedicated Bluetooth hardware D-Key, where the D-key ID serves
as the unique identity identifier. All data is encrypted using hardware-based encryption protocols and stored in ciphertext
format both locally and in the cloud, ensuring maximum user privacy protection. The application primarily offers three
integrated security capabilities:  D-Zone is a decentralized mobile data encryption and secure communication application
that requires no registration or authentication. It must be used in conjunction with the dedicated Bluetooth hardware D-Key,
where the D-key ID serves as the unique identity identifier. All data is encrypted using hardware-based encryption protocols
and stored in ciphertext format both locally and in the cloud, ensuring maximum user privacy protection. The application
primarily offers three integrated security capabilities: D-Zone is a decentralized mobile data encryption and secure
communication application that requires no registration or authentication. It must be used in conjunction with the dedicated
Bluetooth hardware D-Key, where the D-key ID serves as the unique identity identifier. All data is encrypted using
hardware-based encryption protocols and stored in ciphertext format both locally and in the cloud, ensuring maximum user
privacy protection. The application primarily offers three integrated security capabilities:

*  Safe Zone: Local privacy files are encrypted for storage and sharing

*  Cloud Space: Secure Zone File Encryption for Cloud Backup/ restoration

*  Cloud Interaction: Hardware-level encrypted text 3Z{4/voice message chats

Important: The D-Key device comes with two hardware components upon factory delivery—one primary device and

one secondary device. Both devices share the same encryption space to address the issue of being unable to recover
encrypted files stored on a phone if only one device is lost. The main differences are as follows: After logging in, the
primary device supports all functions of the D-Zone software; after logging in, the secondary device only has decryption
and viewing capabilities, including access to contacts and ability to decrypt and view all encrypted shared files as well as
encrypted files in cloud interactions or cloud storage.
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% Please connect a Bluetooth device

2 Installation and Login

2.1 Installation Instructions

*  Support System: Compatible with Android and iOS. This app is available for download on mainstream domestic app
stores (iOS, App Store, Huawei App Market) and international app stores (iOS, Google Play). Huawei smartphones support
the HarmonyQOS system (not the pure HarmonyOS version).

* APKinstallation method: Download and install the APK
Download the update address: https://onlyownerhk.com/ft-code-21.html

2.2 Login and Bluetooth Device Binding

To log in, complete the four steps: "Bluetooth connection — Device selection — PIN verification — Device binding.” The

detailed process is as follows:
1. Open the app, tap [Connect Bluetooth Device], and grant access to Bluetooth, location, and file permissions.

2. Press the [OK] key on the Bluetooth hardware's "D-Key" to activate the Bluetooth device (the device will
automatically enter Bluetooth pairing mode upon activation). Maintain a distance of <1 meter between the phone and the

hardware.

3. Inthe device list, select [D-Key xxx] (where xxx is the hardware ID), then enter the initial PIN: 123456. Note: The
initial PIN will automatically prompt you to change it upon login. After modification, you may adjust the PIN again in the

18



app settings for enhanced security—remember this PIN, as forgetting it cannot be recovered.

Additional note: Each time you enter or change your PIN code upon login, the software will prompt you to confirm by

pressing the device's OK button. Simply press the [OK] button on the Bluetooth hardware's D-key at this point.

4.

Login successful. The app automatically binds to the current hardware, and only this hardware—nboth the primary and

secondary devices—can be logged in afterward. Unbinding rule: The binding is removed only after uninstalling the app;

you can bind a new hardware device after reinstalling the app.

Important: When logging in to switch between the primary and secondary devices in a configuration, long-press the

saved device "D-Key xxx" in the device selection interface and follow the prompts to delete it. After deletion, you may
attempt connecting to another device in the same configuration.

.46 @0

RIF “D-Zone”
BRETGE?

We need your permission to use
Bluetooth devices.

Xiaomi Smart B...

D-Key-926050... O NGMUjcxXOPoE...

=S
NZHDXIRtmaK... LU

REBI5088®

REBEFIRENE ST BT HRERN
fuEMBRIRA AR,

FRVF F

B IR IRETIRE

Bluetooth Device Search

D-Zone

Tum on Bluetoc

Scan for nearby devices

3 Bottom Navigation and Section Layout

Enter PIN

Enter PIN

The software features three navigation entries at the bottom, with cloud interaction positioned in the center:

1.
2.
3.

[Files]: Local Files, Secure Zone, Cloud Storage
[Cloud Interaction]: Encrypted chats, friends, groups

[Basic Settings]: Contacts, Personal Notebook, System Settings
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D-Zone Documents

—
Create Folder E]] '

Local Files

Phone Memory
File Stack
2026-05-26 22:02:35 / FILE File 697.6 KB

Drag the image into the Secure Zone
/ FILE File

Drag the video into the Secure Zone
/ FILE File

Select File
/ FILE File

5

Documents

4[Section]Section — Cryptographic Storage
Entry: Bottom Navigation — [File]

Consists of three parallel pages: Local Files — Secure Area — Cloud Space

4.1 Local File
*  Show all local standard files on the phone, equivalent to the built-in system file management.

*  Built-in file stack: Records files moved to the secure zone, exported, shared encrypted packages, and received
decrypted files.

*  Support long-press options: Single selection/Multiple selections, Share, Delete, Move to secure area.

4.2 Security Zone (Core Encryption Zone)

*  The APP automatically generates an independent encrypted storage space accessible only after successful Bluetooth
hardware authentication.

e Supports saving: images, audio and video, documents, compressed files, and all other file formats.

*  Operation: Long press the button to select Plain Text Export, ciphertext Export, Delete, Share Encrypted File, Move,
Renamed, or One-Click Upload to Cloud Storage.

*  Security features: Not scanned by the system album or player, and not exposed externally.
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D-Zone Documents > Cancel D-Zone Documents
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{ FILE File
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/ FILE File

Name

/ FILE File

My
Select File

B S Preview ne -

Documents L t ¥ Documents

4.3 Cloud Storage — encrypted cloud backup

4.3.1 Login and Usage Rules
* It does not start or connect to the network by default; clicking it automatically triggers PIN-based login.
*  Unactivated/ expired: The button turns gray and displays the recharge portal (redirects to a webpage).

*  Successful login display: cloud file list, used space, and expiration time.

4.3.2 Core Functions

*  Single data source: Only the secure zone file can be uploaded.

*  Only download target: Download only to the secure area.

*  Supported operations: Single selection / Multiple selection / One-click selection, Upload, One-click restore, Delete.
*  File conflict resolution: Skip / Overwrite / Renamed.

*  New phone restoration: automatically restore the original directory structure and file names.

*  Data retention: Free trial for 1 month. If not renewed upon expiration, the data will be deleted after 1 month.

*  Cloud storage only communicates with the secure zone and does not support direct uploads of local regular files.
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5 [Cloud Interaction]Section — encrypted communication

Entry: Bottom Navigation, Middle Position — [Cloud Interaction]

Feature Overview: Cloud Interaction provides all D-Zone users with encrypted real-time communication. Using the
D-key ID as the unique identity identifier, users can engage in anonymous chats without registration. All chat content is
encrypted via D-key hardware and accessible only to the communicating parties; neither the platform nor third parties have
access. Chat records are not stored on the backend but temporarily cached and automatically deleted upon read confirmation,
ensuring maximum user privacy protection.

5.1 Friend and Group Management

*  Open Cloud Interaction to directly display the list of friends/groups.

*  Add friend: Add by D-Key ID or the app's contact list; consent is required.

*  Support features: Local note name, local custom profile picture, block and anti-harassment.

*  Quick Import: Restore contacts from cloud interactions with one click using existing cloud backups in D-Zone.

*  Group Management: View and add group members within the group.

5.2 Chat Function
*  Supports sending: text, files, and voice (voice/video calls are not supported).

*  Option selection: You can choose from this device or the secure area.

22



*  Message Storage: A dedicated encrypted security zone for cloud interaction is established locally on the smartphone.

*  Record Backup: You can use one-click cloud backup to encrypt and store all local chat records in the cloud, and
restore them locally afterward.

*  Message status: Read uniformly displayed as delivered; failed send marked in red or displayed with an exclamation
mark.

*  Message Management: Delete individual messages, clear all at once, forward text and files; voice messages cannot be
forwarded.

*  Unread notification: red dot + number label (APP interface, cloud interaction entry, conversation list).
*  Message notification: Banner push in the app background.

00:33 HUSCH 29 |

D-Zone Message &g @ 92508280028 92508280028
e :::.zoazsoozs £ Add Friend

(¥) Create Group

(&) One-Click...

[ One-Click...

[ Exit Cloud ...

Documents

Cloud Interaction

6 [Contact List] section (located within the Basic Settings section)

Entry: Bottom Navigation — [Basic Settings] — [Contact List]

Feature Description: Manage D-Key ID friend information. It is primarily used to select friends for sharing during
secure zone file encryption and to add friends in cloud-based interactive chats. The feature supports "Export/Import,"
allowing you to save contacts to a specified path on your phone.

* Add friend: Enter the recipient's D-Key ID (obtainable from friends), set a nickname, group them (family/colleagues,
etc.), and click Confirm to add (no consent required).

*  Group Management: Customize adding, editing, and deleting groups.

*  D-Key ID retrieval: You can view your D-Key ID at the top of the [Basic Settings] interface. Long press to copy it.
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*  Friend Management: View D-Key ID, Change nickname, Change group, Delete friend.

*  Contact list backup (import and export): Exporting involves saving the contact list to the [File Stack] or [D-Key Device]
for backup, while importing means restoring the backed-up contact file to the current software contact list.

Contacts Add User User Details

Personal Group e
Add User User Details

Please enter ID mPD | 1234567890
| 1234567890 |
Cindy
Nickname b

[ Cindy

Copied successfully

7 [Basic Settings]Section
Entry: Bottom Navigation — [Basic Settings]

*  View D-Key ID: View the D-Key ID of your bound devices (long press to copy).

*  Personal Notebook: Edit and securely store critical information (such as private data, account passwords, etc.), with
support for uploading up to 9 images. It automatically encrypts after saving and can only be viewed or edited when
connected to Bluetooth hardware.

*  Device Type View: Check the current logged-in D-Key device type, such as primary device or secondary device.

*  Other settings: Change the app display language, modify the device PIN code, check for version updates, log out, and
delete all security zone data with one click.
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8 Encryption, decryption, sharing, and cloud backup

8.1 Encryption Operation
*  File encryption: Auto-encrypt when moved to the secure zone.
*  Notebook encryption: encrypted when saved.

*  Cloud interactive message: locally encrypted storage on hardware.

8.2 Decryption Operation

* decrypt in secure zone (export as plaintext)
Path: [File] — [Security Zone] — Long-press to select the encrypted file — Click [Export Plain Text].

Note: The decrypted regular file is automatically saved to the [File Stack] and can be viewed or used normally.
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Documents Folder Details Rename Folder

F.hare En

Path: File Stack(/Documents/File Stack)

Secure Zone Type

File Name Project.png

File Path:

Project.png

& =]

Share Delete Move

Documents

Decrypt the encrypted file shared by a friend

Prerequisite: Download the received encrypted file to your local phone.
Path: [File] — [Local Files] — [Select encrypted file] — Find and click the received shared file.

Note: Only decrypt files shared with you in encrypted format from specified friends using the bound D-Key hardware.
decrypted files appear in [File Stack]; files not shared in encrypted format cannot be decrypted.
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*  Cloud Interaction message decryption: After logging into Cloud Interaction, the recipient automatically decrypts the
message and saves the record locally.

»  Decryption of internal cloud storage files: After logging in to the cloud storage, restore the files to the secure zone
before decryption and viewing.

8.3 File Sharing
*  General Share:
Path: [File] — [Local Files] — [File Stack] — Long-press to select a regular/encrypted file (supports single or more
selection) — Click [Share] at the bottom of the interface.
Operation: Select a sharing medium (e.g., WeChat, email, etc.) and send it to the target recipient.
*  encrypted sharing:

First, generate an encrypted sharing package, then send it via regular sharing. Steps:

1. Generate an encrypted sharing package:

Path: [File] — [Local Files] — [File Stack] — Long-press the file to share — Click [Share Confidential].

Operation: Rename the shared file, select a target contact from the address book (supporting single, multiple contacts,
or group selection), then click "Confirm Generation"; the encrypted package will be automatically saved to [File Stack].

Folder Details Folder Rename

Path:File S

MName

Share File

OnlyOwner File Stack Location:

/data/user/0/com.tool.mowner/files-- File Name:ro Andy_ 2025090120018

Modify File Name:

File Path:
To Andy :

Shared by:
Select from Address Book
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2. Send the encrypted package:

Path: Find the encrypted file in [File Stack] — Long press — Click [Share] — Select a medium to send to friends.

Folder Details  Folder Rename Folder Details

Share via

v A D 0O

N\ 4
WeChat RIFEIWPS Shared WeChat WeChat
v d Albums Moments Status

d

*  Share File Management
Path: [Basic Settings] — [Share File Records].

Function: View all "received encrypted shared files" and "shared encrypted files," with direct-click viewing support.

8.4 Cloud Backup and Restoration

*  Cloud Backup: Secure Zone File — Single 356 / Multiple select / One-click upload to cloud storage.

*  Cloud Restore: Cloud storage files — Restore with one click to the original directory in the secure zone.

*  Backup Note: Chat records in Cloud Interaction must be backed up and restored separately using the one-click cloud
backup feature.

9 Cloud Storage Pricing Rules and Benefits Description

9.1 Paid Features — Cloud Storage

¢ Identity basis: Unique account system based on hardware D-Key ID.
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*  Trial policy: New users get a free 1-month trial.

*  Renewal method: Recharge via the unified web interface. The app only displays the status; when expiration or
insufficient storage occurs, the interface shows a recharge option.

*  Expiration rule: The button turns gray, preventing uploads; files are retained for one month before being deleted.

9.2 Paid Features — Cloud Interaction

*  Enable Cloud Space = Auto activate cloud interaction, sharing accounts and benefits with Cloud Space without
separate purchase.

*  Trial Policy: The free trial benefits are equivalent to cloud storage.
*  Expiration rule: Only receive messages; cannot send messages.

*  Prompt: When sending a message to an unpaid user, display the message "The recipient is not authorized.”

10 Precautions

1. Update Security: APP updates (via the App Store or APK package) will not result in loss, damage, or inability to
decrypt user data.

2. Login Security: Cloud storage and cloud interactions require a separate PIN code for each login.
3. Privacy Protection: Secure zones and cloud interaction files will not appear in the system album or media player.

4. Error-proof deletion: Do not remove the D-Zone directory from your mobile cleanup software to prevent loss of
encrypted files.

5. Hardware dependency: All encryption, decryption, and login operations require the bound D-Key Bluetooth hardware.
If the PIN is forgotten and cannot be recovered, or if the hardware is lost or damaged, data access will be unavailable.

6. Transmission Security: During Bluetooth device connections, all communication data is encrypted to ensure secure
transmission.

7. File Backup: It is recommended to regularly back up important files using the "'Plain Text Export™ or
"Ciphertext Export' features in [Cloud Space] and [Security Zone] to prevent accidental deletion or loss.

11 Frequently Asked Questions
1. Cannot log in to the cloud storage?
Check the Bluetooth connection, PIN code, network, and whether the service has expired.
2. Can't send cloud message?
Check if the permissions have expired, if the recipient is not authorized, and if the network connection is normal.
3. decryption failed?
Only the bound D-Key hardware can decrypt.
4. Lost your cloud storage file?
The system automatically clears cloud storage data after the rights expire for more than one month.

5. For any other issues during use, please feel free to contact our official website: https://www.onlyownerhk.com/
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